HndopmammonHasi naMsiTka Jist 00y4ar0LMXCsl 110 HAXOKIEHUIO0 B CeTH HHTEPHET

C KaX1bIM TOZOM MOJIOJIEKH B HHTEPHETE CTAHOBUTCS OOJIbINE, a MIKOJIBHUKH OJTHU U3 CAMBIX
aKTHBHBIX ITOJIb30BaTenel Pynera. Mexay TeM, MOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECET U MPOoOJIeMbl. DTa MaMsATKa JT0JHKHA TOMOYb TeOe 0€301acHO HaXOAUTHCS B CETH.

KomnboTepHbie BUPYChI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOrPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTH K pa3MHOKEHHIO. B JI0TIOTHEHNHE K ATOMY, BUPYCHI
MOTYT HOBPEIUTh UJIU ITOJHOCTBIO YHUUTOXKUTh BCE (hailyibl U JaHHBIE, IOAKOHTPOJIbHBIE
MOJIb30BATENI0, OT UMEHH KOTOPOTo OblIa 3ammylieHa 3apakeHHast IporpaMMa, a TaKkKe OBPEeIUTh
WIN Ja’Ke YHUUYTOXKHUThH ONEPallMOHHYIO CUCTEMY CO BceMHM (haiinaMu B 11esioM. B OosbinHCTBE
CJIy4aeB pacHpOCTPAHAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobl 3alUThl OT BPEAOHOCHBIX MPOrpPaMM:

1. Vicrionp3yii cCOBpeMEHHBIE ONIePAIlHIOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHB 3aIIUTHI
OT BPEJOHOCHBIX IIPOTrPaMM;

2. IlocTosiHHO ycTaHaBIMBai mayTh (IIUQPOBbIE 3aIIaTKH, KOTOPHIE aBTOMAaTUYECKU
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAOOTKH IPOrpaMMbl) U Ipyrue 0OHOBIICHUS CBOEH ONEepallnOHHOM
cucrembl. CkaunBail UX TOJBKO ¢ ouimansHoro caiira paspadorunka OC. Eciu cymecTByeT pexum
aBTOMaTHYECKOI'0 OOHOBJICHHMSI, BKIIIOUYH €T0;

3. PaboTaii Ha cBoeM KOMIIBIOTEPE IO/1 TPABaMU TTOJIB30BATENS, & HE aIMUHHUCTPATOpa. DTO HE
MO3BOJIMT OOJBIIMHCTBY BPEAOHOCHBIX MPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Micnionb3yi aHTUBUPYCHBIE POTrPaMMHbIE MPOTYKThI U3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3nUeCKUl JOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JINLI;

6. Mcronb3yil BHEITHHE HOCUTENN HH(OpMAIUK, TaKue Kak (uiemika, JMCK Win (hai u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbIBail KOMIbIOTEPHBIE (PAiiIIbl, IOJyUYEHHBIE U3 HEHAJE)KHBIX HCTOUHUKOB. J[axe Te
(ailnpl, KOTOpbIE MpUCIaT TBOM 3HAKOMBIN. JlyuIlle yTouHU y HEro, OTHPABIISUI JIM OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He BHJI TIepeiaun JaHHBIX, HE TEXHOJIOTHsI, a BCEro JIUIb Open1, Mapka. Eme B 1991
roAy HHUJIepaH/IcKas KoMraHus 3apeructpuposaia 6pena "WECA", uto o6o3Hauano
coBocouetanue "Wireless Fidelity”, xotopsbrit mepeBoauTcs kak "OeCpoBOAHAS TOYHOCTH".

Jlo Halero BpeMeHu JAolIa apyras abopeBuaTypa, KOTopas sSBJIsETCS TAKOU K€ TEXHOJIOTHEH.
Dto abbpesuatypa "Wi-Fi". Takoe Ha3BaHKe OBLTO TaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOI
texuuku Hi-Fi, uTo B nepeBoe o3Havaetr "BbICOKast TOYHOCTB'.

Ja, 6ecriiaTHBIA HHTEPHET-A0CTYII B Kae, OTENAX U a3ponopTax SBISETCS OTINYHON
BO3MOYKHOCTBIO BbIX0/1a B HHTepHET. HO MHOTHE SKCTIepThI CYUTAIOT, 4TO 0bmienocTynHbie Wi-Fi
CETH HE SIBJISAIOTCS OE30MaCHBIMH.

CoBetbl 110 6€30MaCHOCTH pabOTHI B 001Ie0CTyTHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuuHyto uHpopmanuio uepe3 oomenoctynubie Wi-Fi cetn. Paborast B
HUX, J)K€JIaTeIbHO HEe BBOJUTH MMAapOJIM JJOCTYIA, JOTHMHBI U KaKHe-TO HOMEpa,;

2. Vcrionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE TPOTpaMMBbI M OpaHamayep. TeM caMbIM ThI
obe3omnacuilb ce0s 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimoun ¢pyrkmuto "OOmmii 10cTyn K daiinam u npuaTepam".
JlanHas QyHKIUS 3aKpbITa [0 YMOITYAHHIO, OJTHAKO HEKOTOPbIE MOJIb30BATEIN AKTUBUPYIOT €€ IS
y100CTBa UCIIOIB30BaHMS B paboTe min y4eoe;

4. He ucnonw3yit myonuunsiii WI-FI s mepegaun TMYHBIX JaHHBIX, HAIPUMEP 7S BBIXO/a B
COITMAITbHBIC CETH WM B 3JICKTPOHHYIO TTOYTY;



5. Ucnonw3yit TonbpKo 3amuiieHHoe coequnenue uepes HTTPS, a ue HTTP, T.e. mpu HaGope
BeO-aapeca BBoAM uMeHHO "https://*;

6. B MmoOmiibHOM Tenedone otkimoun ¢pynkimio "Tloakmouenue k Wi-Fi aBromaruuecku". He
JIOIyCKai aBTOMAaTHYECKOTr0 TOAKII0YeHHs ycTpoiicTBa k cetssm Wi-Fi 6e3 TBoero coracusl.

CoumanbHble ceTH

ConuasibHbBIC CeTH aKTUBHO BXOST B HAIly KH3Hb, MHOTHE JIFOJIU pa0OTAIOT U )KUBYT TaM
MOCTOSTHHO, a B Facebook yrke 3aperucTprupoBaH MUJLTHAP/T YEIOBEK, UTO SBJISIETCS OTHON CEAbMOA
BCEX JKUTENEH MIaHeThl. MHOTHE T0JIb30BaTEIM HE TIOHUMAIOT, 9YTO UH(POpMAIHs, pa3MeIIeHHAS HMH
B COLIMANIBHBIX CETSIX, MOXKET ObITh Hal/IeHa U UCII0JIb30BaHA KEM YTOJIHO, B TOM YHCJIE HE
00s13aTeNBHO ¢ OJJaruMu HaMEPEHUSIMH.

OcHoBHbIE COBETHI 110 0€30MaCHOCTU B COIIMAIBHBIX CETSIX:

1. Orpanuub criucok apy3eit. Y Te0st B Ipy3bsiX HE TOJDKHO OBITh CTyYaitHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amuiaii CBOIO YacTHYIO u3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUS U IPYTYIO JUUYHYI0 HHPOPMAIUIO. 3T0YMBIIIICHHUKH MOTYT UCIIOJIB30BaTh JaKe
WH(OPMAIIHIO O TOM, KaK Thl U TBOM POJIUTENH TUIAHUPYETE TPOBECTU KAHUKYIIHI;

3. 3amumiaii CBOIO peryTaIuio - IEP>KU €€ B UUCTOTE U 3aj1aBail ce0e BOmpoc: XOTel Obl Thl,
9TOOBI APYTHE TIOJIB30BATEIIH BHJICIH, YTO ThI 3arpyaenis? [Tomxymaii, mpexae ueM 4To-To
OIyOJTMKOBAaTh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHILIG C JTFOJIbMU, KOTOPBIX HE 3HACIIH, HE UCTIOIB3YH CBOE PEAIbHOE UMS U
JPYTYIO TUYHYIO HH(POPMAIIMH: UMsI, MECTO KUTEIIbCTBA, MECTO y4eObl U Mpoyee;

5. N36eraii pazmerienus pororpaduii B IHTEpHETE, T1IE THI N300paKeH HA MECTHOCTH, 110
KOTOPOU MOXHO ONPEAETUTH TBOE MECTOIOJIOKECHHE;

6. [Ipu perucrpanuu B COIMAIBLHON CeTH HEOOXOIMMO HCIOJIb30BaATh CIIOKHBIC TTAPOJIH,
cocrosimue u3 OykB ¥ QP U C KOIUIECTBOM 3HAKOB HE MeHee 8;

7. JI7ist COMAIBLHOM CETH, MOYTHI M IPYTHX CAaUTOB HEOOXOIMMO HCIIOIB30BATh Pa3HBIC TAPOIIH.
Tornma ecnu Te0s B37IOMAIOT, TO 3JI0YMBIIIJICHHUKHU TOTy4YaT TOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHbBIE IeHbI U

DJNEeKTPOHHBIE AEHBIH - 3TO OY€Hb YA0OHBIN criocod miarexei, OHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJYyYUTh 3TU JEHBIU.

ONEKTPOHHBIE JEHBIY MOSIBUINCH COBCEM HEJABHO M MIMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyiapcTBax Ji0 CUX IOp HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHM GYHKIMOHUPYIOT M O HUX YK€ IIPOMMCAHO B 3aKOHE, I UX pa3JelsioT Ha
HECKOJIBKO BHJIOB - aHOHMMHbIE M HE aHOHMMHBIE. Pa3HuIla B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3periaeTcs IPOBOANUTH ONepaluy 0e3 uAeHTH(PUKALNY T0Ib30BaTeNs, a4 B HEAHOHUMHBIX
UJIEeHTU(DUKAIMS TTOJTH30BATEINS SBISIETCS 00s13aTEIHLHOM.

Taxoke crnenyer pa3nuyarh IEKTPOHHBIE (PHATHBIE AEHBI'M (PaBHBI FOCYJApPCTBEHHBIM BAJIOTaM)
U DJIEKTPOHHbIE HEQHUATHbIE IEHbI'M (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTAM).

OcHOBHbBIE COBETHI M0 O€30MaCHOM paboTe € ANEKTPOHHBIMH JI€HbIaMH:

1. IlpuBsbxu K cueTy MOOMIBHBIN TesedoH. DTO camblil yTOOHBIN U OBICTPBIN CLIOCOO
BOCCTAHOBHUTH JIOCTYI K cuety. [IpuBsi3aHHbIi TenedoH MoMOXKeT, eciau 3a0yaelb CBON MIaTeKHbIN
MapoJIb UJIM 3aiiIeIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnionb3yit ogHopaszoBele napoiu. [locne nepexoa Ha yCHIIEHHYIO aBTOPU3AIINIO TeOe yxe
He OyZeT yrpokaTh OMAaCHOCTh KPa)Ku WJIM TMiepexBaTa MIaTeKHOT0 MapoJis;

3. BeiOepu cnoxkHbIi aposs. [IpectynHukam OyaeT He MPOCTO yraaaTh CIOXKHBIN Mapob.
HanexHple maponu - 3To mapoiiv, KOTOPBIE COAepKaT He MeHee 8 3HAKOB U BKIIFOYAIOT B ce0s
CTPOYHBIE U IPONUCHBIE OYKBBI, IU(PHI K HECKOJIBKO CUMBOJIOB, TaKWE Kak 3HaK JoJiiapa, GyHTa,
BOCKJIMIIATENIbHBIN 3HaK ¥ T.11. Hapumep, $tRONQ!;;

4. He BBOJM CBOM JIMUHBIE JaHHBIEC HAa CaliTax, KOTOPHIM HE JJOBEPSICIIb.



JJIeKTPOHHAS MOYTAa

DnEeKTPOHHAs IOYTa - ATO TEXHOJIOTUS U IPEIOCTABIISIEMBIE €0 YCIIYTH I10 NEPECBHUIKE U
MIOJIYYEHUIO IEKTPOHHBIX COOOIIEHH, KOTOPbIE paclpeeisioTCs B KOMIIbIOTepHOM ceTu. OObIYHO
AIEKTPOHHBIN TTOYTOBBIN SIIMK BRITJBSIIAT CICTYIOIIUM 00pa3oM: UMs_TOJIb30BATEsI(WUMS_JIOMEHA.
Taxxe kpome nepeaaun IpOCTOro TeKCTa, UMEETCsS BOZMOKHOCTh TepeaBaTh (ailiibl.

OcHOBHBIE COBETHI 110 6€3011acCHOM paboTe C AIMEKTPOHHOM MOYTOM:

1. Hamo BeIOpaTh IpaBUIIBHBIN MOYTOBBINA CepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecCIIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE JOBEPITh TEM, KOTO 3HACIIh U KTO TIEPBHIN B
pEUTHHTE;

2. He yka3piBaii B IMYHOH MoYTe JIMYHYIO HH(pOopMaruio. Hampumep, sydmie BoIOpaTh
"My3bIKaJIbHBIN (haHaT@" nam "pok2013" BmecTo "Temal3";

3. cnonp3yit IByX3TANHYIO0 aBTOPU3AUI0. DTO KOT/1a HOMUMO MapoJis HY’KHO BBOJUTH KOJI,
MpUchlIaeMbIit 1o SMS;

4. BeiOepu CIIOKHBIN Taposib. I KaK0ro MOYTOBOTO SIUKA JOJHKEH OBITh CBOUM HAJIC)KHBIH,
YCTOMYUBBIN K B3JIOMY MapoJib;

5. Ecnm ecTh BO3MOXKHOCTH HAIIMCaTh CAMOMY CBOW JIMYHBINA BOIIPOC, UCTIONB3YH ATy
BO3MOKHOCTB;

6. Mcronb3yit HeCKOJIBKO TIOYTOBBIX SIIIUKOB. [1epBEIi 11 4acTHOW NEPENHCKH C aJipecaTaMH,
KOTOPBIM ThI IOBEPsCLIb. ITO 3JIEKTPOHHBIN aJipec HE HAJ0 UCIIOIb30BaTh IIPU PETUCTPALIUU HA
dbopymax u cairax;

7. He oTkpbiBaii Qaiinibl 1 Jpyrue BIOKEHUS B MUCbMaX, AK€ €CIIM OHU MPHILLIIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. [locne okoH4yaHus pabOTHI Ha TOYTOBOM CEPBHCE MEPe]l 3aKPHITHEM BKJIAJIKH C CAliTOM HE
3a0yb HaxaTh Ha "Beritu".

Ku6ep0yuiuHT M1 BUPTYaJbHOE U3/1€BATEIbCTBO

KubepOymnnuHr - npecieroBaHne COOOIIEHUAMH, COJIEPKAILUMHU OCKOPOJICHHS, arpECCHUIO,
3allyTMBaHME; XYJIUTAHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C IIOMOIIBIO PA3IMUHbIX HHTEPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI 110 O0pbOE ¢ KNOEPOYIMHIOM:

1. He 6pocaiics B 60ii. JIyummii crioco0: mOCOBETOBaThCs Kak ceOst BECTH U, €CIIM HET TOT0, K
KOMY MOXHO OOpaTUThCS, TO BHaYaJIE YCIIOKOUTHCS. ECIM ThI HAYUHEITh OTBEYATh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO elle 00JIbIle Pa30XKKellb KOH(IUKT;

2. YnpaBiisiid cBOeH KuOepperyTanuei;

3. AHOHUMHOCTb B ceTH MHUMas. CyIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUI 00pa3 BUPTYalbHOM *ku3HU. IHTepHET (puKcupyeT Bce TBOU
JEUCTBUS U COXPAHSIET UX. Y JAIUTh UX OYyJeT KpaliHe 3aTPyIHUTEIBHO;

5. Co0urosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eqnHUYHEIH HeratuB. OTHOpPa30BbIe OCKOPOUTEIBHBIE COOOIICHUS JTyYIIe
UrHopupoBaTh. OOBIYHO arpeccHst MpeKparlaeTcst Ha HauyalbHOM cTajnu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLIEHUSIMU, B COLIMANIBHBIX CETSIX
€CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHH € ONpeIeIEHHBIX apECcOB;

8. Ecnu TI cBUETENb KHOSPOYILTHHTA. TBOM NEMCTBHUS: BBICTYITUTH MIPOTUB TIPECIICAOBATEIIS,
MoKa3aTh €My, UTO €ro JeHCTBHs OLIEHUBAIOTCS HETATUBHO, MOJIIEPKATh )KEPTBY, KOTOPOH HYXKHA
MICUXOJIOTHYECKast IOMOIIb, COOOIIUTH B3POCIBIM O (PAKTE arpecCUBHOIO MOBE/ICHUS B CETH.

MooOniabHbIi Te1edoH
CoBpemenHbIe cMapTHOHBI U TUIAHIIETHI COJEpKAT B ce0e BIOJHE B3POCIbI (DYHKIIMOHAT,
TeTepb OHU MOTYT KOHKYPHPOBATH CO CTAIlMOHAPHBIMU KOMITbIoTepamMu. OHAKO, CPEJICTB 3aIUTHI



U1 IOJJOOHBIX YCTPOMCTB MOKA OYEHb MaJio. TecTupoBaHUE U TIOUCK YSA3BUMOCTEH B HUX
MIPOMCXOJUT HE TaK MHTEHCUBHO, Kak 11 11K, To jxe camoe kacaercss 1 MOOMIIbHBIX MPUITOKEHHH.

CoBpeMeHHbBIE MOOWIIBHBIE Opay3ephl YKe MPAKTUISCKH JTOTHAIU HACTOJIBHBIC aHAJIOTH, OJTHAKO
pacmpenue pyHKIHOHAIA BIEYET 32 CO00M OOJBILIYIO CI0KHOCTh U MEHBIIYIO 3alIUIIICHHOCTb.

Jlanexko He Bce MPOU3BOJAUTENHU BBIITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOMNCTB.

OcHoBHBIE COBETHI JIsl 0€30MacCHOCTH MOOUITBLHOTO TenedoHa:

Huyero ne siBnsieTcs mo-HactodiemMy 6ecriaTHeIM. Byab ocToposkeH, Beab korja Tebe
npearaT OecIUIaTHI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO TUIATHBIC YCIIYTH;

Hymaii, mpexzae uem otnpaButb SMS, ¢oto wnm Bugeo. Trl TOUHO 3HACII, T/I€ OHU OYIYT B
KOHEYHOM uTore?

Heo0xo1uMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapThoHa;

Hcnonb3yit aHTHBUPYCHBIC TIPOTPAMMBI JIsI MOOWMITBHBIX TeJIe()OHOB;

He 3arpy»xaii mpuiio)keHus OT HEU3BECTHOI'O UCTOYHHKA, BEIb OHU MOTYT COJIEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00eCTIeYeHNE;

[Tocne Toro Kak ThI BBIMICIIB C CaiiTa, TJie BBOIWI JIMUYHYIO HH(OpPMAIHIO, 3l B HACTPOUKH
Opay3epa u ynamu COOKies;

[leproanuecku npoBepsiid, Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

JlaBaii cBOif HOMep MOOMIIBHOIO Tee(OHA TOIBKO JIFOAM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsiellib;

Bluetooth nosmkeH ObITH BBIKIIIOUCH, KOT/Ia Thl KM HE TOJb3Yelibes. He 3a0biBaii nHOT 1A
MIPOBEPSITH ITO.

Online urpoi

CoBpeMeHHbIE OHJIAMH-UTPBI - ITO KPACOYHbBIE, 3aXBATHIBAIOIINE PA3BICUEHUS, 00bEINHSAIOIINE
COTHHM ThICSY Y€JIOBEK 110 BceMy MUpPY. Irpoku ucciaenyroT JaHHbIH UM MHp, 0OLIAt0TCs APYT C
JPYToOM, BBIIIOJIHAIOT 3a/1aHuUsl, CPAXKAKOTCS C MOHCTPAMHU U MOJYyYalOT OIBIT. 3a YAO0BOJIbCTBUE OHU
IUIATAT: MOKYMAOT AUCK, OMJIAYUBAIOT A00OHEMEHT WIIM IPUOOPETAIOT KaKUe-TO OMIIMH.

Bce a1 cpencTBa uayT Ha noJiepKaHUE U Pa3BUTUE UTPBL, @ TAK)KE HA caMy 0€3011aCHOCTb:
COBEPILLIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBbIE NaTYM (LIU(PPOBBIE 3AIUIATKU IS
MIPOrpaMM), 3aKpPbIBAIOTCS Y3BUMOCTH CEPBEPOB.

B noo0HBIX UIpax CTOUT ONacaThCsl HE CTOIBKO CBOUX COMEPHHUKOB, CKOJIBKO KPaXH TBOETO
naposisi, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPU3AIMK OOJILIIMHCTBA UTD.

OCHOBHBIE COBETHI M0 O€30MACHOCTH TBOETO UTPOBOT0 AKKAyHTa:

1. Ecniu npyroii urpok BeneT cels II0X0 WM co3JaeT Tebe HENPUATHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Ioxamylicst aIMUHUCTPATOPaM UT'PHI Ha TUIOXOE MOBEIEHUE ITOTO UTPOKA, JKEIATEIbHO
IIPWJIOKUTH KAKHE-TO J10KA3aTEIbCTBA B BU/IE CKPUHOB;

3. He yka3piBaii THuHYI0 HHPOPMAIIHIO B IpOdaiiiie Urpsr,

4. VBaxkall Ipyrux y4acTHUKOB I10 UT'DE;

5. He ycranaBnuBaii HeoumaibHbIe TATYH U MO/IBI;

6. Mcnonb3yil cioxHbIE U pa3Hble MapoJIy;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [loka Thl Urpaeib, TBONH KOMIBIOTED
MOTYT 3apa3HTh.

OUIMHT WM KPAKa JIMYHBIX TAHHBIX

OOBIUHOM Kpaskel IeHeT U JOKYMEHTOB CETOTHS YK€ HUKOTO HE YAMBHIIb, HO C PA3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JI0YMBIIIJICHHUKH MTEPEMECTUIINCH B UHTEPHET, M MPOIOJDKAIOT 3aHUMAThCS
"moOUMBIM" TeTTOM.

Tak mosiBWIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYESCTBA WK (UIIIKHT, TJIaBHAS 1€JIb KOTOPOTO
COCTOUT B MOJIyUYECHHH KOH(PHUICHIIHATBHBIX JAaHHBIX MOJIb30BaTENEH - JOTHHOB M maposieii. Ha
aHrMicKoM si3bike phishing uuraercst kak gumuar (ot fishing - peiGHas moBis, password - maposb).



OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Ecim ThI mo/103peBaeiib, 4To TBOSI aHKeTa OblIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ M COOOLIUTH aIMUHUACTPATOPaM pecypca 00 3TOM KaKk MOKHO
CKOpee;

2. Ucnionb3yit Ge3omacHbie BeO-CAThI, B TOM YKCIe, MHTEPHET-Mara3uHoB U TIOMCKOBBIX
CHCTEM;

3. Hcnionb3yit cnoxHbIe U pa3Hble mapoin. Takum o0pa3oM, eciau Teds B3IOMAIOT, TO
3JI0YMBIIIICHHUKH TI0JTy4aT J0CTYII TOJIBKO K OJTHOMY TBOEMY NMPO(QIIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B3110Mali, TO HE0OXOAUMO MPEyNPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBiIeHb! y Te0sI B APY3bsIX, O TOM, YTO TeOs B3JIOMAJH U, BO3MOXHO, OT TBOETO UMEHH OyIeT
pacchlIaThCs CIaM U CCHUIKH Ha (DPUIIMHTOBBIE CANTHI;

5. Vcranosu HagexHbli maposb (PIN) Ha MOOHIBHBIN TenedOH;

6. OTKIII0uM coXpaHeHue maposs B opaysepe;

7. He oTkpbIBaii (aiiasl 1 Apyrye BIOKEHUS B MMCbMaX, Ja)Ke €CIM OHU IPHIILUIA OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe AT (paiiiibl.

Hudposas penyrauus

[udposas penyraius - 370 HeTaTUBHAS WM MO3UTHBHAS HHPOPMAIUS B CETH O TeOe.
Komnpomerupyromas nHGpopMaius, pa3MelieHHast B HHTEpPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peanbHOi *ku3Hu. "L{udposas penyranus" - 3T0 TBOM UMUK, KOTOPHIiA
dbopmupyercst u3 nHHOpMaIUU 0 TeOC B HHTEPHETE.

TBoe MecTo XKuTenbcTBa, yuedsl, TBOE (MHAHCOBOE MOJI0OKEHUE, 0OCOOEHHOCTH XapakTepa u
pacckasbl 0 OJM3KHX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue nopoCTKU JETKOMBICICHHO OTHOCSTCS K MyOIUKAIMU THYHONH HHPOpMAIUU B
WuTepHere, HE MOHMMasi BO3MOYKHBIX MOCIeACTBUN. Thl Jake HE CMOXKEIlb J0ralaThCsi O TOM, YTO
dotorpadus, pasmelnieHHas 5 JeT Ha3a/, cTajla IPUYUHON 0TKa3a MPUHATH TeOst Ha paldoTy.

KommenTtapuu, pazMenienue TBoux Gororpaduii 1 [pyrue 1eHCTBUS MOTYT HE HCUE3HYTh JTaKe
MOCJIe TOrO0, KaK ThI MX yJaluIlb. Thl HE 3HACIIb, KTO COXPAaHWI 3Ty HH(OPMAIIKIO, MTOTala JId OHA B
IIOMCKOBBIE CUCTEMBI M COXPAaHUIJIACh JIU OHA, a [VIABHOE: YTO MOAYMAIOT O T€0E OKPY’KAIOIIUE JIIOIU,
KOTOpbI€ HAWIYT M YBUIAT 3T0. HaiiTu nH(bOpMaInio MHOTO JIET CITYCTSI CMOXET JIF000M - KaK U3
NOOpPBIX MOOYXK/IEHUH, TaK U C HAMEPEHUEM ITPUUMUHUTH Bpell. ITO MOXKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 1O 3alIMUTE LUPPOBON permyTariu:

1. IToxymaii, mpeke yeM 4To-To MyOJIMKOBaTh U NiepeaBaTh y ceOst B 010re UM B COLMAIbHON
ceTu;

2. B HacTpoiikax nmpouiis ycTaHOBH OTPaHUYEHUS Ha TPOCMOTP TBOETO MPOHIIS U €T0
COJIEP’KUMOT0, CIENIAl €ro TOJIBKO "IUIsl Ipy3en';

3. He pa3memaii u He yka3piBaii ”HGOPMAITHIO, KOTOPask MOXKET KOT0-TH00 OCKOPOJISATEH WIH
00MXKaTh.

ABTOpCKOE pPaBo

CoBpeMeHHbIE IKOJIbHUKY - aKTUBHBIE MTOJIH30BaTEIH IIU(POBOTo mpocTpaHcTBa. OaHaKo
JIaJIEKO He BCE 3HAIOT, YTO MOJIb30BaHWE MHOIMMHU BO3MOXKHOCTSIMU ITU(PPOBOrO MHpa TpedyeT
COOJIIOICHMSI ITPAB HA MHTEJJIEKTYAJIBHYI0 COOCTBEHHOCT.

TepmuH "HHTeNIEKTyalbHAsi COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMUHBIM TBOPEHUAM
4eJI0BEYECKOI0 yMa, HaUMHAs ¢ HOBBIX M300PETEHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha
MPOAYKTHI M YCIIYTH, U 3aKaHYMBast KHUTaMH, potorpadusaMu, KHHOQUIbMAaMH U MY3bIKaTbHBIMU
IMPONU3BCACHUSAMU.

ABTOpCKHE IpaBa - 3TO MPaBa Ha UHTEIJIEKTYAIbHYIO COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JIUTEPATYpPhbl U UCKYCCTBA. ABTOpCKI/Ie IIpaBa BBICTYIIAIOT B KAYE€CTBC rapaHTUH TOro, 4TO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAeT HalpacHbIM, JJaCT €My CIpaBeIINBbIC
BO3MO>KHOCTH 3apa0oTaTh Ha pe3y/bTaTax CBOErO TPY/a, MOJIYYUTh U3BECTHOCTh U MPU3HAHUE.
Huxro 6e3 pa3penieHus aBTopa He MOXKET BOCIIPOU3BOAMUTE €0 MPOU3BECHHUE, PaCIIPOCTPAHSATS,



myOJINYHO IEMOHCTPUPOBAThH, POJABaTh, UMIIOPTUPOBATh, TyCKATh B MPOKAT, ITYOJIUYHO UCIIOIHSTD,
MIOKa3bIBaTh/UCIIONHATE B 3(Upe WK pa3MemaTs B lHTepHeTe.

Hcnonp3oBanue "mUpaTcKoro” mporpaMMHOTIO 00eCTIeYeHUsT MOXKET MPUBECTH K MHOTUM
pHCKaM: OT ITOTEPH JAHHBIX K TBOMM aKKayHTaM J10 OJIOKHPOBKHU TBOETO YCTPOWCTBA, T
yCTaHOBJICHA HeJerajibHas nporpamma. He crout Taxoke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHBIC U
OecriaTHbIE IPOTPaMMBI, KOTOPBIE MOYKHO HAWTH B CETH.

O nopraJie

CereBrU4OK.p( - TBOU TJIABHBIM COBETYHK B CETU. 37IECh Thl MOXKEIIb Y3HATh O 0€30MaCHOCTH B
CETH MOHSATHBIM U JIOCTYITHBIM SI3IKOM, a P BO3HUKHOBEHUHN KPUTUUYECKON CUTyallMd 0OpaTUTHCS
3a COBETOM. A Take MPHUHSATH y4yacTue B KOHKYPCaX U CTaTh CaMbIM LU(POBBIM I'PaskJaHUHOM !



